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Abstract

Ri+ analysis aorl i]]te~atcd  vcrificatiml  and \~alidglirtl wc two
ilrq,oltmll  clcitinlls iu a pla[:  fm erlwriu~;  t h e  sartiy of crilical aofJ\Ymc
sy. <cl,ls We dcscribc  a, qy,load]  wc aIc c-u]lcrdl~  dcvclq>il~g  fcn
illlcp~$titlp, rid: a n a l y s i s ,  ycliahility  attalysis,  aI)rJ niti ICS ratalysis,  mid
p]qmse a f:+u]t  prcdictm thal would intc~atc  the ICSLI}($  of these activi(ic.s
}’lsdical  diflical(ies awocirded  with mu ajq)loadl arc also diwrwed, a% me
Ii[nittlticwis {f the plq}osed  predidor. We cclicluctc v.ith a rtiw.ls+w] of wt,at
has trcen lcmi]cd  to dale, rmd with aupgdials  fix fululc wcnk

1, introduction
Ri’&  tmalysk  and inte~a!r-d veriticatirrl  a n d  validaliu, (lV&V) arc

tivo inqmltm~i  cleI)Kz~ts  ~~ a p]al  fm ervmril ,g the aafdy of critiral software
s.y4e3nR  Ily’ risk rulalysi$ wc rcfr3  tc) eQinvdillp, the probabil i ty  of the
.aofl\v;Irc odmi!lg,  a hazudous  rialc whidl mrrld  k-ad an Undrsi!r-rldc cw,t,
sudi as loss of life cm equipjl,rrll, If the xi+ is ulmcxxplsblr, rq,plquiatc stq,s
alctakal  to reduce it to art aoxptdrlc  lc\,el

Accwdinp.  to 11111.11. Sld 610.12, vcxificsticm  crvwcs  that the rdtw,art
produed  j,) eadl phaw is ccIIsitirrIt  with softwwc produr?d  in the prwiou~
lhase,  v.hilt validatirm  JJ)SUICS fhat the software is picduwd  iu a-dm,w
\$itl) ]equirc{t~a,ts  “Jhus IV&V and lisk m,alysi~ me related: lV&V cxm bc
used t o  rcducx  Ii.& b y  Qltl,loyitlg itly>cciirrl,  teding, S..rdy aualysis,
)cliahiliiy  m)alysis,  mId mchicw m)alysis  Our rmcaldl is fmmxl  JXI the lad
tJITLx’.

h, I i<k Y cduciicm, w c  disfir,gui41 Jxtwem sofiwarc  rcliahility  mid
sonv,tuc .aafc~y.  ‘ll,c fmri]m is dcfirlcd as fhc probability of]m failure, while
U)r lNICI  is defiled  as the p~obability  of no n,istlrq,. lu!lhea,ijcxc, the purlmse
of lcli~bilit  y rcquitmnc-ilts is to make aoflwwc  failure-flee m)d the ptuposc of
sdrly Icquirtimrds is 10 nmkc dw,~c  n]ihsp-f]ec  sOnwac  reliability),
mid .wfhvruc mf’dy shruc the goal o f  dcsi~~inp, inlo the aofhvsuc t h e
rclinl,ility m )d .wf~y fh at is required to rcduez  risk to m I awq,tablc  ICVCI

As c?itical  sy’4eJ]m  I,lay itlcxeasi!jgly g[c.al~ ro]r%  irl w socidy, it is
inymtatd  to dwclq]  apl,~oadxa  that can bt used to brih redllcx  risk mld
i!lm raw reliability mld swfkty.  With this goal ill nliljd, wc alc i[lvealip.ati!lg
m! approxi!  wt lid) ii}legl d es the fnl)ov.inw
. R i s k  Armlysis: W c  arc czr,dudhlg ml c~lmrilnod  10 aec wi,dheI

lcquironcmts ri+ i!dicslors  arc statistically related to the dh:[lc
.vifdy r i s k  nmhim fhal v,,c dcve]qmd m)d validated fm fkc S],aw

l’rinly,mtnlirr, Sysleit, (S’1’S) [1];
● Reliability Analysis: Wc rue using crnlodly available sonwac

lcliabiliiy nmdels to: a )  p~cdici ti][)c  to next  failuru and rcwlainnlp,
faihues  fm areas of fhc aoftwwe that the ri<k arlalywi~  has idrmtifred IIS
cmdainiog hanrrds, and b) cmvcrsely,  usittp, fhc reliability prc-didirm<
to idcr,tify  aoflwme  Ural  Aould receive pti(nity allrmliml fcn r i s k
mlalysis  due to rclalivcly  low reliability pledidirs!s as inctieated by
aJlml tit[lc to nml failure or hi~l  rtitlair,i,,g  failures, mid

. Metrifi Analysis: Wc arc ewrtnininp, the usc of m~im as early
irldicfitrn  > of reliability y. 1 ,ike r i sk  rnlr+lWis,  the uw of r,ltiics i<
desi~lc.1 to provide rwly indicatcns  of porn qualily so that cxxrediw
adirm cm] lx taker] rwly rri Mllilc the cod o f  ala cxrrI&irm  is
minima!  We into)d 10 intcgvatc  the usc of r!ldrim and reliability b),
ulili.tirlg, t h e  lndrics validatirm lldtKrdOb~y  devclqmci  b)
Sdutcid(wind  [2], whidl is a cwep.ml  of IIiliti  Std 1061 .Struldmd fm
a Soflv;nrc  Quaht y Mdri&  Mdhdologs,  llrc pu rpose  o f  t he
validatimj  v.ill bc to identify those rr]tiic~ uhid)  have suOicirrl!
asocialiml with dc,fed rq,ori  cornds,  failure cxrrrnls  m]d time to nrxi
frtihuc - bcih okrvcd m]d prcdidcd - to w was early indicators of
reliability.

R’c dcwilw  the ddails  of mu qq,road,  ill Scc{im,s  2 throup]i  4

2. Risk Analysis

2.1 Feasibility of Fault ‘I’Yw  Analysis
Ch]r nlilial idea was to mlaly?c  seleded podimls of fhc SJ’S fJipJd

cxsdro]  soflwa!c usiug Vault ‘1’rec  Analysis  (l”l’A) to idadify  safdy hawrd
sew, arios,  as xc~>mmnrnded  by the Naticrlal Reseald,  ComIcil  (NKC). Wc
W(TC aJw intaested  in idcrllifj.illg  fault trees at the sysfcm  ICVCI  to sec
v.1 ,d}m fheae could bc used W irlrnt  ify pm L$ of the software rlcedi!lg  n}orc
i,tezisivc reliability m~alyxis lurfllm]lwae,  wc wmc irlmedmi if, Seciflg
vdmfhti the hazards me related to hipjl failure rates m!d to hipjl  cmdc
~nnl,lexity, IIrnvrwer,  iri dcfai)rxt disurw,irr]~  with JCJU,WXI  &jaw c.er)t~
(JSC!) rcquireruods,  safdy, mld quality cr)gi,teczs  mid with fhci,  cxnndcqwts
al fhc fJi@ aoftvwuc  dcvclq,m, 1 d&cd-Ma!til! ( 1.M  ),  SUMI vii}, its
dwclqmuad  mid iiywxlim  prxaauicl, it v.,a~ drirxn~ilicd  fhat }-l’A, mfthrrufz)l
not  inrpos.ible  to pmfmrn,  would be bdh  tedlnical}y  mld c.xrloruiwdly
i] Ifeatihle  for c~i~i! Ig soflw  arc, fm the fo] I envirl~, rca.sms l{irst of 811,
rtquiirz]jcmts  mc q,ec+ficd with a varidy  of ndrocts m)d ftrnnats,  fitcluding
o.rItIol ay4ezI~  type dia~am:,  f low diagram:)<, Sate diapmrm,  mld }lAl jS
cdc  Ilre  rcquirmlm]ts  me also qmeificd by varicm< crg.mlizdirrls,  i,]cluding
JSC, ] hapa  1 abs, w!d ~CKk3VC]l-]  )OWTICy. Sc<711d,  IWUIy  rcquiralm]ts
rN, aly4s vdm would bc a b l e  to cy,laii,  thcil Ieq,!ilmlmll< dcvdq,n)rnt
q,pload!  have rdiicd  fiat, JSC  Also, too nwy drx-tiroa,k  ~,d lWOCXXIOJCS
would have to bc. rmrutificd  to suwcssfully inrplcmw-rd F1’A Finally, tic CXXI
(ftraininp, MI JS(! mid tildraclcn pcIwNIcl it] FI’A i< outsirJc the sccpc of
Ot]! Cftrwl

2.2 Approach
As a result of fhc diw.ls~imls \vith JSC ald dcvclclunrrl( czx)tradm

pmwuiel,  wc have decided to use the S’1’S soflwuc  to w)dud  aII
Cq@J irnod to dderluine the mlcrd to uhidl  reqrrilerucmts  risk irldicalms  arc
stati<ically  rclnled to Lhc aofJwarc .safdy risk nldrim  ihal wc dcvclq,cd raid
validated for the SJ’S soflv.wrc  [ 1]. Ihllikc prwirwq work iIIvrdvit(g ,S1’S
wfiwac,  tbi~ m,mk deals with the flcmt mid of the Mwalc prows< whvc  the
se{>  of rnajm fulure rcliahilit y p! ckdem$  arc sov.~~ Incwrnl)]elc, n]cxllsi~crlt,
anlhi~~]ous, m rlhmvi.se  erIcIIeoLIs  lequircirmts  CaII cxruse  N eat l,robleIIIs
vW, soflwmc  rcliahility  m,d qualily  durirlg c~wralim use hi addltirr~,  thmc
wc risks asswiatcd with cacating X)GV Software  m  llmrfifyin~, cxi<inp,
.aofiwme  it, rxdm  w irq,lerrmrll  a rrxpri:cmcmts  d[rrr)ge ‘J’hc follo\vil,  p, ale
t~,ic<l risk fadm>
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@alitativc  aswswnrrlt  of d,migc cmnplcxily  (c.p, , ~,m [3, 4]).
Sim ofdata  ruld coctc  areas affeded try a dlamgc
Nundxa ofli!m of cork aflacd by a d)m[p,c
lifled  rrI C1’lJ])mfrnlllmkct
Area of theplo~am  afteded by a d,m,p,e
NumbeI  rmd types uf dhm rt-quitmlmts  aftcacd  by a d)mlp,e
Whcfhm a soflwarc dlm}gc is m, a nrntiiilal m oft-nmni!lal  proglaln
Jlath
Ntaldwa  c)f syslem  raid hardwwc failures that would have to 0CZ711
bcfmc fhc cde iliq,lmnrmli,lgfhc requirm,,(z,l would be c.xcaucd
(hmratirmal phases afledcd
New, or rxidinp, mdc that is afJeded  by a d,:mp,c.
Possible wflids rrnmgrequi!rmxmts dmgcs
l’flcvt  required to in@cnwnt  a dmge
)’.ffcut  requited to verify ru,d validate the cor]ednew of a dlmlgc.



● SoRwarc tool ocadrm hrdifica~icm  wxdrd to illlplm[lrrd a djm)p,c

‘l”hc  soffwm c aafdy aad risk mdIics  dwmibcd ill [ 1 ] rrddr~xs  tbc two
addy goals dcscs itwd 1X1OW. lhfinitlg  mu aafdy god as tbc rcdudicx)  of
frrihucs thal Would Csuw’ low of life, lm%$  of mi$sior),  m abort of n}iwim)  to
arl acx-qialdc  ICVC1  of Ii.sk [5], fhcm fm Sofiv,,a!c to bc rcadj, to dqdoy, afk
h:,vi[,p.hco,  tw!ed fm total tilac $, \\c nmst  satisfy tbc follcwir,g ailm ia:

1  )  prcdidcd rcrllaiuing  faikncs R($)<RC, w h e r e  Rc is 8 (1)

q)c~ificd  nitical  value, ar)d
2 )  1,1ctli<iC4t ti!]lc to ncil failwc “l’~(tt)~ll,  (2)d,crC j]) i s (2)

!Iiiwi{x) duraiicxi
IwO,  ailcria  alc nccdrd bccausc  they relate to two diflmo)l bu[ Yckdcd
ay)cds  Of rmk: 1 ) JH(bI:tl faults thal nlay bc in lhc soffwaj c dll] i!,g a
lniwiml ruId  2) a f~ilulc  rrcau hlg bckrrc the missirm is cY3J]r I,ldc. Sitlw tflc
SJ’S i$ t~,ti m,d q)crated multillum)sly,  tt, ‘l’ii(q), ar]d j]] a!c mcawutxl  in

exc~mtirsl  titne. As w i t h  any Soflwa!c  safety ri’wuau~ mtimdolop.v,  wc
cwllmt gIlruaIIlcc  aardy. ~adrcr, u’itb these Critoia, we sc<k to rcducc the
Ii+ of dqlloyinp,tbc softw’arc  to aII wxqiablc  level.

2.2.1 Remaining Failures Criferion
Aswl,li,tg  that the fads ctiusing  faihrrc% rac removed (as is the C*SC

for tbc S1’S), cn’lcriol) ] afm.sifies  that rcsidaal  faihrrea  m]d frmhs  n)ltsl 1x’
Tcduwd to a level  wiime the rick of qmatit@, the Sdkrrc is awqdablc.  We
SUp$,C.q kc= 1, m h avit Ip, the e.qmxticd value of the rcl~jnit]ir]g~ailurcs  be ICS%

thml C81C bcrmc dq)lO}illp.  the SOfhalc If wc pledici  k(~)<Rc  the nliwimi

could begin at $. I1OWCVCS, if R($)>RC, wc vmrsld  tc% for a tci’al tiItIc  ~’<

utdil R(I,’)<RC, riswmilig  that wc will cywrinlcc  n)orc  failmm ra!d  cxm]cd

nmtc fauhs sothat  fbc  rcrrmi)iirrgjhihms  will bc reduced by R(~)-R($’). If a

dcvclq~m  has ilsufficiad  Icsourm~  or is d.hcrwiw unable to aAisfj’ tbc
czitcai(tl, the rik of dqdo}lngtlre  .sofhwmc  prcmalu!c]y  d(ould bc ascswzl
(SCC Scciicxl  23). Iu bott) cases cri(erio~)  2) unvi also be satif]cd  for the
IIliwicm  to begin

Ch,c way to apccifj  Rc i~ by failure SCVCI  it>’  level  (e.g,  severily  leve} 1
for lifctblca!ti]illg  failmcs).  Ancfl, m, nmrc dcnlm]dillg,  ]itdl)od, is to qm-ciry
tha{ Rc scprisads  rdl  SCVH ity  kvcls Jwr  example, R(~)<l would xnwm  that

R($) nmst  br  less  thrul o,c failure, inrfr-pcndcnl  of scvcrily  level

2.2.2 Time to Next Failure CIi[Qrion

cq~mialw  ntmc failures arid Cxnrrd nmrc fauhs  so tha[ the tiltm to nCKI
failure WiII bc inmwwd  by the quamtity 3 ~((+’’)-T’l<$) Ag8i,l, i f  it is

ittrcavib]c  f{)) tbc dcvclq)m  10 satisfy the CI itciirm fm lack of rcwurcxx m
failure  to achicvc ted ohjcdivcs, tbc riik of dqdcryiap.  t h e  Soflwa}c
prcmat urc]y  dlcmld  be asscswd  (WC Scdicm  2.3). III both wr.sw cri/#tion  1)
IINISt  also  be sali+ed  fm the nlis<icxi to begi{i Irneitbm  mi(nicll is sati<ficd.
WCtCSI fm a titlwwi!idl  i~thc p~caici  of~’ m 1,”.

2.3 Risk Assessment
“Jhc ammmt of total tcsI mwcutirm time ~ can hc cm:tidcrcd a locawrc

of the dkllc’5 rllalurity, J]articrllarly  fm systcr[t~ like tbc S1’S ui]cIc tlic
softwa!c is suhjcdcd to Calli[lrrous  raid rigo ous tctiil! f!, fm acvcxal  y’cars ill
IImhip)e  facilities (c. g, ~y 1.ockhccd-Martir,  ir, llou#m,,  by NASA ii,
llowtcm for a?llcmaul  trammg,  rmd by NASA al Cqlc Cmlavcral), Usi!lg a
vmidy  M opmatkmal  aJIrl  trait liltg SCer]arios If we vimv $ as sa, iill,rrt 10 (I

arc the “icvcls’  of .Safti y that cmtrol the procxx While wc rewl~lizc thrrl
/s-s(  /intc is not the ally cxmsidmatiml  i~ I dcvclqing  tc+4  sira(cgics arrd thnt

tbc]c afc ofba i!nlmrtam! factcns,  like tbc CaIWJUmlC~X+  fcn rclial,ility rrrld
cost, i,, .Sclcc<ir,  g t ml c*W {6], ruwcrthclcss, fcm U)c for cgoillp, rcas[lls, 1#$/
fi)(~e  ha\ bcGi fow]d to bc sllm,p.ly positively Cmr,  clatcd  with lcliahility
g~,mth  fm Uic SJ’S [7].

2.3.1 IUwaining  Failures
we ~:o, fmlllll]a~c &C *i*  rndric  fm Cri(s’riotl  1 as fdlov.’$

Risk R(~) (R(tt)-Rc)fRc= @(tt)Rc)-J (3)

}’osi(ivr,  zrro,  arid ~wgrrlivc  \,alues o f  cquaiic~, (3) Cmrcy,mid  to
R(tL)>l<c,  R(t[) Rc, mld JW()<~c> rcymxlively, wliid[ ill tul,i idcrdify  the

UA’SAIW,  AY<UIM1.,  m)d  .YAI~x  rc~,imts  of qm a(irrl, rcq~cdivcly.

2.3.2 ‘1’ime to Next Failure
Sil rjil:uly, v.,c cm,  fwmlllale  ti,c risk nlcb ic fin cri/crio?t 2 as follows:
Risk Mdric  ‘l’l;($)-  ($,)-’1’~($))~,~  l<l”}&))~l, (4)

l’osi/iw,  zrro,  mid ncp,nlivc values of cqusticr, ( 4 )  rxnrcy,mid to
‘J l,{~)<j,,>  ‘J’k{f) t,,,> ~1~ ~’1+{$)%,,1 rq,cdivcly,  uiiidl  it, tu![l idrrttify

U,c UANAfW,  AY<UIX41, ruld ,WF}< rep,icms of qrcratirr!, ycq,ectivcly.
Chlr pUrIIOSC  i s  to ace Mhctk r,,drics  mllrxtied  d(ui,,g  ti,c  sldir

rn!al}’sis cf the S1’S flipjd software (i.e., durinp, rcquitcrt~rzd.s  illqxxlicxl)
lIWC a quat)titrrti\~c relaticxrd,i),  with rndrics  cwllcccti during tile dy~mrnic

swialysis  C]f lbc sofiwale (i e , duriof+ tc%ing  ar]d rc]iabilily prcdicliml). Wc
arc 81s0 nlvcstip,ati!tg  how tbc require.rmaits ]isk indi~tcxs  vruy with a
wuicly of slruclo [al d)ruadcai.<im  ofthc  SJ’S cwde 31m,, thcw aIIalyscs  wc
hc~tc tc) bc able t o  idmtify  tlmc dtwae.x&tcd d)arrrdaidics  of’
rcq~lilcr nerds that pose the gIe-a{e4  Xi& to S“1’S dwarc safely, 3? ICCSC
SJ!alyw, it I cml)bi[lalim I with c.!bca  ntdbwls  o f  aww arwc,  swd i as
ifiy,ccdims, dcfcd  prcvadicm,  projcd rnltro]  bomds, p!ociss awssncmt,
.mirl  fault tracki!lg, plcwidc  a qu:altitzrtivc  basis for ad,icvillg wfcly aJKI
lcliability ohjcctivcs  [8].

3. Measuring System IWolotion
(hlr puIIIow if! mjalyzillg  soflwme mmrics mill t,c to rclalc IIIeawIc. or

r.oflwalc  drudu!c  10 fauh CXHI!CZII  and tbc d>marllic  bdmvim of tbc syqcm
S),rxifically, wc irdcr[d  to extend previous work if, rllca$lrli,lp,  s!rrrdural
d,aradaistim  of sofhva!c  syslcrIM to irlclurlc nwasm illp, the cffcds m! firull
cztltcrd mld reliability of dlamgm  to, additirms  to, rmd drldirms of cxijc from
sc)ftwate  [9].

3.1 F.stablishing a Mcasurcn)cnt  Baseline
Wbcr]  ll~c<wlling, dkfc cvoluli{ a,, wc lid 10 Cstab]i.sh  a

r,m:iwttirwnt bawlijic [1 O]. Wc xlccd a fixed poil)t agaifl<  ~~l,id) all dbcrs
cm! bc Nnllprrlcd (hrr nlcawum!m}[  bawlitle  also needs to n]aiataia  the
Iuqxxty  thal, v,iIcYL anotbm poio!  is dloscz,,  t h e  cxaci  ~~ne pirimc  o f
soft\vale cvolu[i~] nimrgcs - ally the ]mq,edivc  dlar,p,cs  ‘lhc il}dividua]
poit,t\  involved  in nmasuring aoflv,wc cvolutimi  arc ilidividual build;  of the
sy.~ c-la

Or,c pr,,blcml with usi,g raw mxasurcrncrds  is that they me all cm
diffc! cJ!t acaks ~Cnnf,arir,p, diftcrtid  rIIOdll)CS widri!t a sofhvarc  systcm  b y
u<i,]p,  raw nvcasu!cr!,all  data  is Cornl>licaicd  by thi% frrct h) order to !I)akc
SUC!I cmrllmismls  il is nccmsary  to atandardim  tbc da(a S’mldarditing
n!drim  for rmc palticulm build is sitq)lc.  Fm cadl nldric  chilled fm wdi
rl,od~llc, subbad  flortl that rndric  its rne.m arid dl\idc by its standard
dr+irr[iml ‘l’his  p u t s  all of the nwlri~  m) the amnt Tclativc sMlc, with a
nwai  of m~o rnld a sirudaJrJ dc\iatim)  orrmc. T’}tiq winks fine for Corlparillp,
JI,odl]lcx  witbirl m]c particular build IMt v.hal  wc atrrr}daIdim  Subscqum!t
build\ us-i!)p, tbc nmans  rnjd stmldard  dcwiaticr,s  fm tbosc builds a p]oblcrt,
al iw% _fhc S!arldardimtirm  nmsks tic dmngc  t ha t  bris -rrrcd bctwcxz)
build. in ordm  to plrm  all the n)dricx  CII the same relative scale  ra)d 10
kcq,  f,orn IOsi,lg the cffcd of dl~lges  bdwat  Imilds, all build dat~ is
sfmld:drmd  u~ill~ the rncal]s and sisuldard dcviatimts fm tbc rndrics
oliait]cd  flmn the bawltilc .syslcm lhis pr~ v= tratds  in tbc data rmd lds
II IcaxIIIcrIIrrds  from diflcrtmt builds bc mnrpared



3.2 IVlcasuring Code Deltas
As rr syslrm]  cvrdvea fhroupj)  a saiea  of builds, its Cornplcsily  will

dlruigc,  ‘lhis cxn]q,lexity  i~ rmcasurcd by a  act  o f  sollware ]Mrics  G,c
simIdc  asseswwnl ofthc  si7c of a software system  is the nmnbm  of lines of
codepm  mti(dc.  }IowCvcI  usi[ig cnly rmc lndricncp)cds  illfornmtiorl  almul
t h e  o t h e r  cxvnp]cyily  rithihutc%  Of the syslcrn.  sLld! as cxmtrol  flo\\I arid
teilq,cai+l  Caul>lexi{y.  IIy cxnq>minp,  aucccwivc builds  m) t h e i r  dmoait,
IIldrirs it is pcd,le 10 SIX bow fhcse builds eitbti inmca.se 01 deacase  bawd
m I p.articwl m ath ibutc  domains. W+ing Ielntive Cxulll>lcxity,  the ovc-] all
SY4CIiI cxnqdc~ily CWI be nwmitorcd  as tbc sysien~ e v o l v e s  [ I I]. ‘Ibis
relative cwr[q,lexit  y n~clric has IWCZI cxmstIucted 10 am w as a fault smllogatc
Modules that hevc large rclrdivc cxnq,lcxity vahlcs  MC those XWM lilccly to
w~daifl dhm c faults

A cock dclkr is, as the name itqdics,  the cliftcrcnce  bdwctm two builds
as Cmly,uted fos tbc relalivc  cxrrq)lmity metric. ‘Ihcae  dcltris rq)lwlt how
tJIc eodc }Ists rzq,anded  m cxxlt]adcd utilh req)cd  to the relative Cott[l,lcxity
nviric  [12]

lhc formula frx conq~utir)g code dclim is quite simple. I( is gival as
A .,,,, =  ( p ,  -  p“)(x”’)’

v.]v3 c pA mld p]) a!c VC<{~s Of the Jc]stivc COI)lJJ]CKily  Illd-rics fo! t b c

nmdules for tbc P]evious  rutd s-uhsequen!  builds of the sy<cm ru]d +1’ i,a

,wicn  drfi,md mfollow.  XA}] hr+s  as nmr(y mdlies in it as tbci[ have becII

Inhlcs h ihc ayslcm  to this poiut. ‘Jhal is 10 s+, tbc aim of +1) is equal
tothc  catdinalicy of’tbc  ad {MI u M2 u . u MN} wl]rxc N isthc  nu~nlm
of builds U)nt h~vc  he..  i pmfirrrned  raid Mi is the ad of rnmlules in\,olved  irl

build i Mad,  mtly  in X All
reprcsmts a pruticu]ru  soflwarc rnochde arid is

as+~md a value of eitbm 1 m O. An e)try c~f 1 iildicatesttmt  the nmdulc was
I,jeaalt ill citha ad A or 1! and an retry or O is awipwd dhcmvise. 10J
vedol swbbuctial  and rnultiplicatim to wink, all ofthc  vwlors rrmq bc of
tbc .aamc dimcnsiml  We will exlmd fhc VIMOCS A amd i) tohavc  the XWIC
dil,mlsiml a%the VWIOI  X, rrssifv,irlg  a Oto crdrics  mT~,m~di!ip,tr,rt]tiLllw

that rue nd pjcami i,, eitba build Whcm tbc value of A fbr bL1ild 2 i<
g] cAa thaj] thrd for build 1 ml a pmtiarlm  loodule, this iurlica!es  m) incae+w

it! rcla(ivc cwl!l]lc~ily.  CrWIvcascly, vdiol the value of build 2 is lc<s tharl
that cfbuild  1 this kdicatcs  a d~easc iii nmdLdc caqdrxity Wbeu a nmv
nmhdc  appcws  in build 2 thrrt wa~ nci a part or build 1, the value of A frn
build 1 i~ mxo rmd the dmnp,c  is equaI to the full value or A fcn build 2.
When a nmdulc is preao,l in build 1 bLlt has bcm removed prior to build 2,
the value d A for build 2 is ztio  andthc  dmnge  iI, tbc sytieni is a dcweaw
by tJLC full vsduc of A fcu build 1 . Ihc sunt of these ir,ezea=  mid

dccrcswd  io temn~ of Iclative  ~q~lexily.

3.3 Iklcasuring Code Churn
A  Iirnita(im  of  nwawlirlp. rmdc dcllas i s  t ha t  it dorwi’t  give m]

irldicatm  as to  how nmdl dmnp,e tbc sysicm  has undcrgrmc.  M, bdweai
builrk, several software nmchdes  are rmuovcd  and aJc rq,laeed try nmdulcs
cIf’roLIpJIly  equivalmt  Cornp]c.tily, the code  delta fm the syslcr[l will be C1OW
to mu lhc OVCI  all cmrqdcsity  of the sy~mn,  bawd cm the nldric  used to
cxuq>Lde  dettw, will not bavc dlmtgti  naldl  I1mvevcI,  the reliability of the
syslcrl i cxJLdd have bcal  sever cly cflccted by the prrx=s  of sq>lacing  old
nmdules v.titb nm r81cs What vw need is a rncasure to a~~n,qmrly  code
dr-lla tbsd fi,dicates how nmd[ dlmlgc ha~ mud Gdc dlunl i~ a
nwasurca!mut,  ctdculaird  irI a sirnila nmrmra to cork delta, that provides this
il[f’onnalicrl

~he fcmnula  fm code dmm fcdlows the same rndhod of wlculaticx, as
cmde  delta wilh cmc  rnajcn  cx@imI. Ccrdc dnm usm the absohdc value of
the diflamm  in cornplcx5ty  of a rnochdc  bdwcu,  builds Ihe formula fc.
cnrujmli!!R  cwdc  d]un]  is v ~,,r,,  =  ([II -  AI)(x -“)’ AR bcf~c

with code dcIla,  \\lwrt a new nmdule is added  in build 2 tba! was nri  IJrc.s  ait
ill bLiild 1, fhr \+due or V fcn Orrd nmhdc  im build 1 is X-JO,  llcrwcvm,  the
c-mvcrsc,  WINVC  a nmdule  irl build 1 is not plcaajt  iu build 2, xtiwlts i!! fhc

.

d!angc iIl Cwty,lrwity l,cing equal to the po.Yi/ive  full value Orth nwlric for
build 1,

Wbrw several nmdulm  cuc rq,lawd  bdwca,  build%  by modules of
IoLIpJIly  the aatne rxnq,lcxily, cdc  delta \\ill  bc qy)loyirnatcly 7L% but  code
dmn, \\’ill bc CLJLlrIl  lothc  smm of lhc value or v for all Of the nKS311ks,  both
i])mtcd FUId  deleted Ibtb  tbc wdc dcha raid code d)urr[  fcn a )J.mticmlar
]ndyic ruc needed to awem  the evolu!irm  cf a SySIerII  I’hw nlcawr anads
call tAm bc related to tbc rate at V.i]idl nmv faults  a,c i]ltr~uwd  ildo IJIC
Sy.skl,(

3.4 The Profiles of Software Dynamics
‘J’o awi< in the SWbs@rr]l  discus<cnl  ofprogra!n  f~ajdicrta~ity,  it v.’ill be

useful to make this desaiptirxl  somewhat nmre preciw by it]trodurillg some
]Icrtatirrl  Cxrlvolialws  A%umc that a software system  S uas  desiplcd  to
i![ll,lcrna)t  sr spczific  ad of nlutua]ly  Cxclusivc furlclim,  aliiics 1: ‘lhus,  if the

sy< o II 1s cxco.dji Ig a fwldiczmlit y ~ ~ ]{’ OG, it CarIIId  bc CN,TC%],P,

clernmts  ol_ ariy clher  fu!lcticr]~lity  ill III JMdl ot_tbwc fru, dicmalitira iII },’
was desigvd  to i~lq,lct~wn(  a d of softvviu c q,~-ificaticm~  bawd m, a UWI’S
r{quircmwrds I;IOI]I  a user’s pmq,cdivc,  tbi< aoftwarc  systcIu v,ill  in!pleioalt
a qmcific ad of qmaticxts, O. ‘Ibis mapping flumj  the ad or user ptzwivti
qm alim,s, (), to B ad of specific prograrll  fUndim,81itics,  1: is IXtC  of the
)Jmja ta+s fit tltc Software q,ec+flcxdirm  proccw  “l’he sotlwwc d e s i g n
)Mocxss is batically a nlalter of as$ignillg  fluidirmalitics  irl },’ to q>ccific

ploprtun nwduks  ?)1 E A4 , the a d  of pro~a!!,  )rmdu}es  ‘J’he deaiggl
I,IOCXS  n,ay bc thougj,t of as the $!ICWS+, of dcfi[,ir,g  a ad of relatimls,

ASSIGNS ova  ~“ X ~ aud, that ASSIGNS(f  rr,) isbuc if fur,dirmality
j,, expressed in rnrddc  n].

Hiad~ operzticrr  that a system  may pdonn frx a uwr niay bc ttmug),t of
R\ havirlp,  been in)j,kmmtrd  ill a ad orftu)dimlal  ajm.tificatims Thmc  may
bc a mc-t~mc n)apI,i(lR  bdwm)  the user’s  nciicm, of SU{ qxa  aticx]  arid a
Jmogrmn  fundimahty.  in racd eases, hmvcvcr, thca  e nlay bc several discrete
fmnciimalities that nuvi bc cmw.ded  to c.q~rcss the UW’S c-mcq,t or m,
(Imalirm kcn eadl ~raatim, o, that fhe sydesu n)ay pmfmnl,  tJW rmtgc or
fu,,ciimtaliticx-. ~ nm< bc well Jmmvr) },xid, or the fiaidirmaliti=  will
c.m cisc rI p~ticzdm  subsd  OfpJop.  ram n]rxllllea

AttbouF),  wc cxnmrf  nlcasure titl)c  ir) aly n~ea,i,,gful  way  for cxecw(im
evti,ts Ordtwwc, wc GUI obsu vc tbc trml+timl flm,l CM nKUIUIC tO m)dhu.
“Jhcw  trmr+itimt  itller val<  ddrnc the !,otiul  orthc  aoftwa]e  epoch An epod]
bcg,i,,s with the awt of cxoartim} ii, a pmticmlm  IIIOCILIIC, mid a,ds  wilcrt
(<s)1101 is l~awed  to mIdbeJ  rnodulc ‘Ihc nleawrtib]c  CVCYII fcn n,odc]ing
pL]~Imses  is this tra,lsi!iml  mlwmgtbc  nmdules  We will emnlt ihc number Or
call< flom a nmdu]c rmd the numlm orrdilnls  to that nmctule. Ix+cJ1 cftbesc
Lran<itims t o  a  difta~lt  nmdulc fl(nll the mc  curIrxItly cxecutiflp, v,ill
:q,ft-lt m] nlaar]er]t:il  dlmtp,e  irl the q,cdl nu]nhm. III Owams  c\e.cm[ir]g
n) tbcir ncnjnal  nxdc  v,ill nmke statr- trsmsiticmls briwcfil  ruodulcw  r a t h e r
ra; ,irtly, h] tclmq of real clruk tillw, nlaly  qmdls  n]ay clsj)se  ill a ]clativcly
d,oit petiwl

Aswwiat  ed with il ,dividu al users of a softwu c syd cm is tbcir
operational profilr,  or the probability with whidl they will cxerciw cad, of
Utc i[,dq,cr,do,t  and nm(ually exclusi\,c Opcraticxis ofthc  sysicm  [I 3]. qhi<
c!miallcrlal  PIofilc 1< a njuhu]or!lia]  didrihuli~xj  fcn cad, oftbc  q,ua:ia]s  in
tbc Ml 0, Wtrm s sollv,wc sptcm  is cxwirucied, it is dcxipwd to rulfill a
Sd CffL~!di~lal RIIJL1iWI1laltS  l]SQS Will thl IUII tk SOftV.’aIC k) JIGf(mll  a
sd ~)r  q,ersiicxls ~’~~ically, tbc qxaaticms  nmy nri. use al l  of the
ful)cticr}aliti~s with tbc sm,tc probability. “Jhc funetiorral  profile of tbc
aoftwarc  isihc  ad ortalmiditiulal  probabilities or eadl of tic fur)dirroalities
1’ t,eiop, cxealcd  by tbc u.seJ,  Ihc probability that the u.sm is cxemtitlp,
fu,,clia,alitj,  k is give, as ok= Pr[}’=k], k- 1,2, ..j# {}}, A progrmn cxeculin~
m, a said n]adlirle CM] CJIIY bc cxecwtillg  rx)e fmldim!alily  at a tilue,

WJIRI a  prctgrsrn  is e~ecutirig  a  pajticulru fm,dimlality, /k,  it will
d,~ri}m[e  i ts  adivity aaos the a d  or nmdulw, ~4,~ Al  m,y  arbibwy

qIodL,  n, t h e  pIOgJiUI,  will bc exemrtil,g  a  nmdulc  ~ji c J4,, v,’it}]  a

IN ohability Ujk. 3M ad Ofcxs,diticm,al  probabilities ~Ql Mi,me k. 1,2,.  .,# {~}

Cxrldltulc  the execution profile  ftrr  furldirxlality~k.  AS a n~atlcr  or fhc



.

0)],,OF) :,,, )’s de+,  tbmc ll)ay  bC 2 lKS1-OllptjI  Sd ~~,, d snodulcs  th9t lIIrIy

m Inn)>  n{~ hc cwculcd UIIaI a p~tier:lal  fulldics]ality i s  ewciwd A
(l, ~~,i,c  fi,pajtjmlw  cxec-utics,  may YIN illvo!ic  szI\y of the IIIO(JUICS Of Afp

othm situa’imm  all rrffhc nmtnles  nlay pnlticil,atc i!, the exccuticrt  of that

fu,lclia,ali[y. ‘Jhis  v:uialica,  iu t h e  cadinality  of Af,, 0 ~,j,, ~,,,i~,,,,e

si~lificwtly  totbe cft’rnt  required to test  such a flmciicmalii y.
Mos t  opesaliajs mill t-id 10 appodial  theil time rrcmw a nWIIIIeI  of

flmdimlalilies }m a  givn, qxra~irs],  Id / bc a  p]q,ollics)ality  eatslsmt
()< /~ <1 will  rL3,rc.wIt U,c  plq)cntim( of qod,s t ha t  will h e  q,crll

(’) . .excc-u(il,f,tJ,c  k“] funclimalily it) 1~~ Ihus w qvxdicslal  pIofilc ora  ad
of IImdules  w i l l  lq,JcseIIt a  litteat  cmnbilaticm d the caKJilim, al
lmol,allililic. ujj, : ,,, , ~ ,,,,:, )1,11, ,.

‘Jhc nl:auIeI ill V.hidl  a prowaITl u’ill exa eiw its n]m)y  nmchllrs  a! the
osa  dloow.x to cwcmtc  the ftu)clicslalitics  of the proglatn  is dctesmi]md
dirccily by thr dcsip~i of the J,rofqam  ]ndecd,  this nml,pi,lg of funciirmalit  y
CIIIO l~rog~all]  modules is the cn,erall obje~livc  or the desipl pJocxxs  The
module profile, q, is UIC unasditiamJ  probability that a paltieubu rnodnlc
will lIC cxwuted  tm.sed  CXI  the dcsi~l  cfthe  l,]op~an] It is dm ivcd  tbruuFJI  the
q;l,licatial  of IIaycs’  nrlc l:irst, the joint probability that a givtz,  nitiulc is
rxc4ndirlp, a Id fheprop~tml i~ ewmitinF, a pmticwlsr fhncfimlalily is p,iverl try
I’JIXn = jn}= k]= h[l’  = k] J’J[Xn  = j/Y= k]= OkZ/,, wire. j
and k are defined a~ bcfcx c “1’bus, the U],ctwditirmal  probability, q, of

Cwcrlt  i up, I1lCUtLllC

~~k]’’[x. ‘  ~C} Y z ~]1 ~~’~1,,, a  ‘ati’’’”]m  ‘@ i sAs wtis the C*W  frm the

fu[idicstrrl  pfofilc  ~)d the cxecuticm  profdc,  ally a)e rnodulc  cxm  bc

CXCW!illF,  al any mc  time ] Iotec, the diet] ibLNiml  or q is also nmhinornial
fcn a sy<cm mt,si~il,p, clr mm c than two nwdulcs

3.5 kllnctional and I)esign Risk
lmdl firndirmalify  has an awreiated ewcuticm  profile, rqucscntinp, the

I,lobahilily o f  exemlil,p.  any or the nmdoles u,,dm that flu,dia,alily.  As
eadl nmdu]c is cxccu(  cd, thcze is an a.sscwiatrd  C@ c>f exowlial Wc uill
awu]tlc  that ttlis CXISI is a fm]dirxl or the  IM)dllle’S  reJativc  cmlq,lcxit~,, rt~
rclrrlivc emr II Ilcxily is a fauh sui Jof@te. IIad) fulldicnalily will esc%rlc mI
Cq,OSUr  C tO a pdadial f a u h  n) a padieulsr  nmdule,  qhis c,q,cmuc  i<
rq,reMYItcd  by the cxmltim) prriilc.  llw flmdicwd ri+ +~ awwialcd wilh

e:)dl fmldicrlalily  i$ +, , ~ ~, ~ pi , Which  is rkrthe  cq,cded  valac  or

tJ,c rclalivc cm,q,lexity m,dm tbc exccutirm  profile for fundicslali(y~  Ihe
flu,dicwal risk nary also bc computed for dlm,g~  to the sys=iti)l hdv.,mi
builds ill tcl~m  or t})c cmdc  dcJla ~ld cock-  churn n~casmcs  q’hc fm]ctia,al
rish ~,~ fm lJIC cxrdc dcha~ is +A . ~ ~,fi A, , wbilc the flaldialal  risk c

<
fcl, cmdc  d,ul,,  i. ~,, , ~,,,j “,,

‘1 ‘hew  flmdicmal  I isk n,cawl w arc cslra  nd y valuable frn rcp,rcsia  I
klinp, }(01 rqvmsim  tc.st, we need to idti)tify the f~uldiola]ities  that  u’ill

nlaiimiw  the fmidics)al  risk of eitheI @A ~ +“ Ibis will itmI,c tb.

~nnxitlann  eq, osu]c  to the pctcrdial faults  that WCIC introdmxd due to the
dmges  it, tbc wrdc bdwea]thcbuilds

}01 r! pjvtiI  q,aatirs,a]  JuofI]c,  the IIKUILI]C  profile is dder],li,lcd b}’  the
Inanm ](I ullidl  lk syslem  has heal designed  to ditiibute  i t s  adivitic.s
aInaIp,  nKxhIl~  l,xrdl desi~, ah~tlativc will i,]ducx a  diftmd  module

JuOfi]C  (fJd  CXl  ~le S@~l~,  wheIC ~d: >~flfli ‘J”hc  l~aym ri+ fcn

desigy is m,cthat l,,i,,il]li?r.s  c~,aali(xlal ri~ ovm several desi~, altm,lativc+
‘Ihc r e l i ab i l i t y  of a systcru  S’rmnilig  a p,ivrm  fuvdicmalily is diletl)y
J,roj,odirs,al to the fu]dia]al risk If a nmdulc has a diympcrrtirr,a(c
ntnuhei or fouhs,  theu rm cvxa]tio] aecmm  io that ew+es this nmdnlc to
CXCCUIC a si~lificd nnmba  or tinws will be Iikcly to fail Similarly, tbc
ovm all reliability y or rr systcm  n]ay  bc am} to he diredl y rehdcd to the lk+ycs
ri~ fm the s}~rat)  desiful

3,6 Characterizing the J)cvclopment  Process
(h]t cym ienw with software devcJq)Irmt efl MS cm l~inms us

that thc d]artdeiqics  of fhe dcvclc+nwrrt  pr~s exmcisc quite as grc~at an
illftucrm cm thcnumlmr  or fauhs ulth  uhidj rhc r.ydcs,i will bc released into
qw{atia~s  as do fhe strudnlal  dlaradrzistics  Mthe  systm, i ‘Jhercfcxc,  wc
alc dlarhdcriii,lgthc  dcvclqummd  prow%%  fca those sy.sto])s  \vJIosc  ~ udnrc
wc mc  pleasuring arid using statistical rndhoch  to rc!ate these n-icamumlmlts
to the fauh cxxltrrlt c,f the sydents  being rmalyiid .Scva d IlldJld\ C)r
d,a, actaitil,~  dcvclqunrnt processes e.<isl  We have cledt-d to usc the
d,a, adesimtia)  sd,~,ir dwelopod fcn the ~CKX3M()  2.0 C@ n)odcJ [4].
“Jhrrc  ruufhrti-reaurl  ~fcr this
1. ‘lhi\ Ddcxl,mticrl  has bcoI  dIrnw to k fwYIrzd[y  lL@L1l n, Cn[qn]ding

sdlwwc CW4 nwdcls UKX)MOS1 [3] is gmImally  dzilncd  to he amualc
to v.iihi! 13(WO cfthc actual art 7(WO cf the thnc We nlip] d hqjc  lo Oliai[)
this t~,c cfacwun~  i] plu4dir,Rfauh  m~dall

2 Ihc ifmlnatirrl  reqnii.4  fm 03CDMC)  2.0 i< p,tlmally a\,ailable  fm nmi
Exflwaedrwclqn1)011 pl wjetls

3. II”tbc d~rr  requi}wt fm W4X)M()  2.0 is related to tile fauh mntrr,t  cf the
S..GII, nwuap,us  uill he able to u%- tJIc  SUIK- daia to tii(,latc  C@ ar,d
qualily, cad will snake  it casiei to do M/cp)ality tiadrdstba]  is czuler,tly
pcr+)lc

W’c mu mmxruwt  plinwily with the pawuml  rn,d psujcd Zt?bibltim  u’d by
(KKY3M0, sincr  wc have rnctbods cf rneauuing  sinrcitac mld aw.xxin~
rLqui(  mnrrits  r isk a< dcwr lhed show. Pcxwa  me] atbihutm dam ih the skill k-d
sad eq~ability  cf t h e  tcchniad  tiafl rcqrm+le fix qtii[vnp.  de+ipping. rrrd
irlplmoltingthe  s>stcaI]  l?ycd r4tr\Wcs  &xr\h tbc czd.rzd  to v.hidl n>edan
~.j,yvm]l],]i]i~  })xw{imxmcu~d  rm thcpn~mt  Wc eoJlml  this i]fm[tialial  frmn
p~ticil,ati,g  pryeds usiIIg  a que4imn1aire devckrpo3  by Ikrd\rIi  at t h e
lh,ivmtity  or SoutbeIII ~alirmnia’s Gdca fin %ftv.wc  lti,gincait,p.  Several
i,dividL]als  flm[] eadl  drvclqmumt  cfTat  wc inta  viewed  during  Uw eoursc
of eouq]ldilip,  fhc questiau]ailm to awuse that fhc r~,alwx arc as cxn)q,ldc
arid unbiased a\pr&hlc.

4. integrating Risk and Metrics Analysis
Wc am invc4i@in~ Ircw to rnleppdc  the rndhcuh of awxxittp. risk as~d

lIw.wrIiIIgthc  wohtiirrl cfa rxfluwr S>titirl as dcwihed ahovc  ido  al,luklcr  M
the fwh arrtenl rfthc s>sicm r$ rl,y poird m, the fuhuc.  Ihk p]didcr  d,rxdd
a’kb t%> the follcw,klp,  gerlcrd  hmii#iaL~ rfan I M w.fiwm  u Icliahilil y nmdcts
1. Gu I ciLtly awikiblc  ted [Iliqllfi  do nd ailllllhwcou.sty  tie a s+tin’s

g]udmc, its dcvclq,jlmd prww++  dmrrdni<ics,  risk fhdrss, atd cabmdm
ti,nc i,lo  amxm,t Ahhrsqj,  $xxnc rndhods C&  t o  ],1.d,d  crIu  density
dlui,Rthc c%mly,J~,a%x  cf a &vdq,InaIt  dtcst 114, 15, J 6, 17j, th(y rnakc
vo y rrzzl  idiw’  a%m  I tier  I$ alml  dcvdq>!nui  prwxYx d l.m actui’4ic~,  rc%te
clily *UCIUIH1  dwactui4ic> cfthc s@un  to fauh IXSI1 O II, pIw.lIct  NM the

P.oJI  arkm!  will be at the WJ  cf a dcvdqnumt plmw rrrtbm than rd rm
aibillmytilt,c. a pmdicl  v,hal the oia rbwily will tw rrl the .dmt  cf s>gmt)
lr+i!lg

2 WilhtJ,c  czw-q,tkm  cfthe fimw.vak  dc-vetqxd hy RCSIIC 1 Acr.tcsk  [14],
IIaIC CftbC mnsrllly-wailab]r  p(ahdcxs fcr the caly  dcvdqwrll pbaws
rclatw Qatic  n~ciamuwto  reliability y m a rneaurw dittdy  Tclated  to rcliabilil y
(c g, Mra,  ~“ime “J’o Pailum, IIa?xrd  Rate). Atthcmp}, the rct~irr,+,fi,
bdweir, errm drr,sily m(d fkihnc intowity  dcvclqwd fa the ltanc
I alnxutcsie+  fimncwrk Cal bc w!, it nray ploctacx iuaomatc  rclial,ility
l~lL?diCti@L\  ~hk i$ t-11~ thC niialti]fi~  Cf a LKf/V.rLUC s~m[l  dqlCZl(k  {l,
ttlc s~tim’s  qwrdiamJ prdile  [1 8, 19]. la a rxflwnd  s.tidII,lhc  IIqwl  to
hi sy4eJII ddcruimm  whdhm m nci a fiuh will be rzqmcd,  rn,d v.idhcr
tbal fanh cqmxrc  UN rtsuh in a firihnc 1( the sy%ion’s  c~,cratim,al  pr&lc
is wdl  tbd the nm! fTcqucrit  iuputs  arc fhcse tkal uiIl  eq,cw fauhs,  the
~Ncrn will be qpau lobe anrcliab]c  IIowcvcz, if the q,crdiclmJ  IMofilc  is
sudl that nm4 rftbc  iq,ulsto  a q,titi:i  dond  cmpcrw fauhs, the .ayshn will
qltar to he rulud,lc  Wak  hi this fidd iiddm that ddanlb]~ia,  ofthc
s>~nl!’s  djnmllic  dma&rAics  anmri bc rrcwrqdidlml by sinq,]e  Hmlysk
cfthc s~~csn’sr  quitcrncnts  ~ld kigl  [19], hl vimv Of’ttlis  silLmtial, i may
]td be JxKw%le  to devc]q)  a J)rmkla that prwtu~  r diabil fly m rcliahility-
relatrd  Milnatcs  fiLmI  ifmltwiml  availahJc  pria to the tmt phasm
I Imvevcr,  si[,cx  sta!ic  nlcawrm  r.ud, a< fauh mmIs  do nci dqmld CSI the
mviI CIIIIIrr  II in ullid I the xflww e txealm,  ii dmdd he posilk to dcvctq  I
a p!d)da tJrti u’ill  nmkcp]wlidims cfthi< t)pc If infcmrsdim  alml  the



5. Conclusion and Ihturc  Work
Ma,j’ n’_thcrisk  i,dirdcwsthat  wc aIe rela!i,lp, tordiahility md faLlh LXI,ICYII

mc qumdilativc - fm it.<alw,  thcnurnlur  rflums rf CC& aflrded by the dmi, p,r,
tltc rftrrt rrquirw]  10 implanod the dump,c,  ald the tim of data rmd ade rotas
aflcxledhytllr  dmlp,c  MI all be ]nczzurrwl  CE LS5nmted  ClthLY  risk i,dipdws, wd)
a~ the prYLt-iuctl  cxrrqkmily  & a dim]gc to an rz.i+np,  syimll, M) d IR< bc
a’+<prd  kvL:ls  rrcwrdirlf,  ~o wc]l-etiah]idwd Categ(rizdicrl nfimd. [ 3 ,  4 ]
}Imvcvu,  thciu NC szxnc  irrrjmtant  risk faders thal mc rr]lilcly qualitative },[1
rxmIyI1c, mxflids  bdwarl  x~quirunrrts  d)a)p,m  arc an impatmit mum  cffi+~lhs
We raL Id r?P.wIc  of mjy nidhod  by whid, the type rr,d cxtad  rfthrw cxrdlids
cdd k- rrwa  ,irlpfdly quxd ifi[d V.flin the .sqm &mu Lxurull dl crt

hl the arw of nldricx rarely+  ma mnrmt wak  invrslvw nmwuing the
evoluticm  d’ va irus NASA sdtwae  sy4aii$ to dish)  nmawr~>  cf de dcl:t  m d
CWIC  d]tull “Jhcw  s3NerIL+i11cludc  Sdwlatpaticms of the S1’S fhpJd .dlwme,  crl-
bcnrd mrdro]  %fiv.’art.  fc~ laaluuutcd  q]amxrd  curTaLly urdLI dcvclq,!lm,(,  ad
the ~Lxttld 53MHIL!  fa wvtid tauwmwd  rpacxcrstl  Wing inkrnmth  fiw]l the
p]d,lon  tIWkiIIS  @crIN  trsal during tmi, wc CaII Mimatc the poi[d rd uhidl a
fautl v.w fi(< niwxttil  id o the. LWIr  1 ly doin~this,  we d~ait]  hcih  edimstex  of he
r:dc  r{  fkuh n Id I{dIIdi aI,  aid  validate  the U’X  ofthc  axfc  dells rmd de dmr,l
mcaw  m ass a rqr@ m fix firl)h  cxsmf  } hrvirlg crliaitmd \uhxs  fcx thLW rd m, wc
cm}  thrm IcJrdc lhcrn to the dc-vclqmmd I)IWZR dmadui~ics  rmd nxaurrts d’
lisk. Ahhcsl~l  wc rrJc doi]g this rrllyfm the in)ldcmmtlsdiml phase, wc donci S.Y
mjy]cawt wily V.,C  LWdd r]ci cxtaldthist~w  crfmmlysktothc  rwlicr  drvdqmmd
1,}]2%> } IOA’(’VLY,  VJC  hrwe ill Crdicrldiy  1 c4rided cstrdves to rmdytiIIR tiIL’
c\tJil(ic~  I of U IC SLXU UT cd cf cad I SLfhw c systmm 1 IIis is fm the folhi  IF,
lt’a’.l1l\

1.

2

3.

AI this  pohd,  wc rxmninchmv  v.cII  the prwlidcr  ckwikd in .Se&m 4 adht>%
lllc limilaticms cr,p~miidiverrde~s givcm d the t@minp,cfthiswicr,
1.

2

3.
$dW’LUC .clnrdure,  ddqul~d  ~L_< dmracctii<ics,  ald risk thti arc
availahk cbrrillgr%dlphawin  a dcvckpnrcrti  dicrt  Sincttheprcdidm  k irI
thcfcr,n  ofa w icsrflir]kaIbifll  md death rndd~,  cmcmdl rnwld fa cadl
dcveklvt,ed phaw, cd) SaW rfthc smica u.vstlIc n~cauwenxrdq  that are
available fa a qwcific  dcvdqrrnmrt  phaw  As in point (1 ) alxrvc, wc w that
plcdrctials Cw, rasily k Up&cd as nmvcr cr xnmc  acxnratc ir,fmmaticrl
WXIICS available

We i,da,d  to addrms the following areas in future work:

1

2

3

l~il]d ways to bd(m quantify risk nldicators  chic  Jw+ihility rnip]d
illvolvc  Usitlp,fmnml n@hcxis  to rpc=ify  aele<ded podicn~s  ofthe  systcrti
wjdm study h may bc pmible to cornbinc  forn,al  nwlhrds wilh FJ’A
m] nrw rc@tcancrds  and ncw aotlwarc If formal rndhcuk  v.we to bc
uwd ml a plodudim  basis m m~ a selcdcd ba<is  CII ncw aoflwmc, three
\voald  be a aal+4crd  type nf rcqLlirczl]mds  qmcificaticri kuJp,uaRc and
farlaal to wi]id! k-J A could bc qplicd
Iikta,d  the wcxk UJ risk mialysi< to iicludc  Aaiiup,  ri~s idadified  at
the @ar,  lCVC1  to scrflwmc  reliability and fault  MIterd As above, we
luip)ll ewrmillr the use nf}:l’A  ~ld fornml rrdrml%  to idcmtif],  hazwd<
at the sysiem  level thal rmuld bc related to risks irl the aatlwarc
anlg,cmart
1,.xtu)d  the ability to n}eawrc  the cvolulicxl of a soflwsrc  sydcrJI  to the
desi~]  and  rquilaiwnts  phases “Jhis would require finditlg uays  to
trL+cA the evoluticri  of a  aoftwnc ay4can as it is bcillfr, q,ccifred,
dfiigrled, mid inq,lanadcd  ta deal with the CUrrmt problem of nd
kiIIp, able to idtmtify ‘builds” WCII mou@I to nwaswc quantities
mlrilogorrs  to de dcha  rmd cxxlc  dlurri 1 hwlqmrrml  0rgani7aticrls
that rue suflicierltly nmtwe rnip)d rdain  hiqmicd  remrds of technical

.



Icvir-As  frm  II wl}idl the cvoIIItirII of the rcxpritemads  a)d dcsi~] nlipJd
bc Ic-xmAIudcd  Also, ways of dcanm,  ting  tic rcquirtincrl(s  raid
dc+p) I wuuld have to bc found tha~ v/oLdd xnake it possible to prochicc
objc.5  ivc ] IWSSLU cs of’ sysira[)  struclw c. fhc podihly would bc 10
Icwrilc  lhc spccificatimls using for]na] rndhods l’hc slludurc  of the
qmciflcatiml mmld bc n~casurcd  with czibancxd  vcrsirms  of tools that
w e r e  dcvclcrjd  a s  palt of plevio.ls  wcrrk at t h e  Jd lhqml<iml
1 ?c.bcnatol  y [20].

[ 18] JcIIIn 1). hfuw ,  Arlthcrly  lmu)ino, Karnhiro okunmtoj sdk~e
~cliahi]ily: Mcasurrxnalt,  hcdiciirm,  ApJ,]icxtirxl;  M&iraw.IIill,
1987;  IS}JN  O-07-044093-X,

[ 19] M 1.yu, cd , ]Irn,dbcroh  of soft~,are  Reliability lilp,iljcci  i,]p,, McGrsiw-
IIill, 1996; ISIIN.0(17-039400-%

[20] A 1’, N1kcrra,  R G, ~ovi[]@rr),  J. C. Kelly, Mr. J. GIllyer, “Mcasminp,
the Chrl~l~lcxi(y of Frnlnrtl Spxificatirr]s”,  fiulded  by the J]’], Dirmior’s
l)i.scrclicmaly  lurlrJ, 1992-1993.
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